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Abstract : In today’s world network security is a paramount because of presence of hackers, viruses and
electronic frauds. A cryptographic system is necessary to keep the data secure. Cryptography is a technique in
which information is hidden in such a way that only certain users can access it. It has some algorithms, keys for
security and facility for key management. There are several algorithms which will vary depending on the size,
security and time required to encrypt and decrypt data. This project focuses on image encryption and decryption
using SCAN patterns as well as extended tiny encryption algorithm. Here using SCAN patterns image pixels are
rearranged. Then rearranged image is encrypted and decrypted using Extended Tiny Encryption algorithm.
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I.  Introduction

Network security is primary issue in any wireless systems. To keep data secure cryptographic system is
necessary. Cryptography is a method of keeping information secure where certain people can only view it.
There several cryptographic algorithms which are used for protecting the stored data and network transmission.
In cryptography there are two types of algorithms, symmetric key based and asymmetric key based algorithms.
In symmetric type algorithm same type of key is used for encryption as well as decryption process whereas in
asymmetric distinct types of keys are used for encryption and decryption process. Security of symmetric crypto
system is dependent on strength of algorithm and length of key. Several algorithms are present and suitable
algorithm is selected based on required constraints. The selected algorithm must be secure, small in size and
capability of overcoming possible network attacks on it. The TEA (Wheeler and Needham 1994) and the
XTEAs (XTEASs) (Needham and Wheeler 1997; Russell 2004; Kelsey et al. 1997; Moon et al. 2002) are suitable
among other algorithms for security purpose. Block cipher consists of block of n bits which will encrypt the
plain text as blocks. The decryption algorithm coverts block of n cipher bits to original block of plain text. The
size of block cipher differs depending on the algorithms, for example in International Data Encryption
Algorithm (IDEA) plain text is splits into blocks of size 32 but it is 64 in Data Encryption Standard (DES)
algorithm. The XTEA algorithm is applicable for Radio-Frequency ldentification tags and sensor networks.

SCAN based algorithm is used to generate scan patterns in which pixels are rearranged. SCAN is a 2-D
spatial pixel accessing methodologies which can generate and represent huge number of different scanning
paths. There are six basic scan pattern transformations. The proposed image encryption system uses extended
tiny encryption algorithm and diagonal scan pattern.

I1. Proposed Methodology
SCAN pattern and XTEA encryption algorithm encrypt input image and produce encrypted image. The
encrypted image is decrypted using same algorithms to get original image. In the proposed methodology
diagonal scan pattern and XTEA encryption algorithm used together to encipher and decipher the image.
Diagonal scan pattern is one of the basic scan patterns of SCAN language. The use of two algorithms together
will increase system security. Figure 1 shows diagram for proposed methodology.

Input image

The input image file is selected with the help of MATLAB. The image can be of any size but it should
be in the format of .jpg, .bmp etc. Color or gray scale image can be taken as input for encryption. The image is
resized in to 64*64 pixels. Color to gray scale transformation process is done first, because it easy to convert
gray scale image in to text file. The conversion is done using MATLAB. The converted text file is given as
input to diagonal scan encryption.
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Image to text conversion

First input image is resized to 64*64 pixels. First Color to gray scale transformation is done. The gray
scale image has pixel value in between 0 to 256. Using MATLAB code resized gray scale picture is transformed
in to text file. The text file consists of hexadecimal values between 0 to FF. This text file is given as input to
diagonal scan method.

Input Image to text Diagonal SCAN XTEA Text to image Encrypted
image conversion Encryption Encryption conversion image

Y
Reconstructed Text to image Diagonal SCAN XTEA
image conversion Decryption Dectyption

Fig. 1 Diagram for proposed system

Diagonal SCAN Encryption

SCAN is a method where pixels are rearranged. There are six basic scan patterns. In the proposed
method pixels are arranged in the form of continues diagonal scan patterns. It is implemented using Verilog
code. Here input image pixels are rearranged using diagonal scan pattern. The output of diagonal encryption is
given as input to XTEA encryption.

XTEA Encryption

XTEA encryption technique is a 64 bit block cipher where block is divided in to left 32 and right 32
bits. The rearranged image text is given as input to XTEA encryption. The text values are encrypted using
XTEA algorithm with 128 bit key. This technique is implemented using Verilog code. The encrypted text will
be converted to image which is not in the recognizable form.

XTEA Decryption

The encrypted output is given as input to 64 bit block cipher. It is divided in to left 32 bits and right 32
bits. The key used in encryption is used for decryption process as well and it is of 128 bit in size. Output of
decryption process is in text file form and it has text values similar to XTEA input values. The decrypted output
is inputted to diagonal scan decryption to obtain original text values.

Diagonal SCAN Decryption

In diagonal scan decryption the encrypted scan values are rearranged to get original image text file. The
XTEA decryption output is the input for diagonal scan decryption. The output of diagonal scan decryption is in
text file form and it has text file similar to diagonal scan encryption input. Text file is converted to image using
text to image conversion process.

Text to image conversion
The text values obtained from diagonal scan decryption are converted to image using text to image
conversion process to reconstruct the original image. The image is displayed using MATLAB.
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Reconstructed image

The output of diagonal scan decryption is converted to image file with the help of text to image
conversion. Output of text to image conversion is an image that was reconstructed after completing all
encryption and decryption processes.

I11. Extended Tiny Encryption Algorithm (Xtea)

The XTEA algorithm is also a block cipher which encrypts or decrypts 64 bits of data blocks using 128
bits of cryptographic key. Input block is divided into two equal parts left Ln and right Rn. These blocks inputted
to a Feistel network of N number rounds, where value of N is 32. In XTEA the operations performed are
additions, shifts, and exclusive-or.

Rounds @— N

Input 1
Input 2

Output 1
$032](Output 2

enCtypt = decrypt
XTEA

Key(HEX)

Fig. 2 Block diagram of XTEA

XTEA performs addition modulo 32 for enciphering and subtraction modulo 32 for deciphering. Here
input block is divided in to variables Ln and Rn which are 32 bits in size. Logical left shift by Ln in to 4 bits is
indicated by Ln<<4 and logical shift right Rn in to 5 bits is denoted by Rn>>5. Term “@” indicates the XOR
operation which is bitwise and value of § is 9¢3779b9x which is constant.

IV. Scan Patterns

SCAN technique is a language, which is a two dimensional spatial accessing method and it can create
large number of scanning routs efficiently. It is a technique which creates different scanning patterns. SCAN
method consists of six basic scan patterns which are defined by a grammar. Compiling simple scan patterns a set
of scan patterns transformations and a set of rules to recursively acquire intricate scan patterns. Depending on
the need of specific application reduction in basic scan patterns can be done.

There are six basic scan pattern transformations. They are parallel and perpendicular reflection,
uniqueness, rotation by 90, 180 and 270 degree. SCAN based algorithm is based on rearrangement of pixels.
There are different ways of pixel arrangement it may be continuous diagonal D, continuous spiral S, continuous
orthogonal O, and continuous raster C. In proposed system continuous diagonal scan pattern is used for pixel
rearrangement. Bellow figure continues diagonal scan pattern.
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Fig. 3 Continues diagonal scan pattern
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V. Results
The programming is done in Xilinx and MATLAB and both softwares are interfaced using modelsim to
get results.

Input image

Input image file for encryption is selected using MATLAB. Conversion of color to gray scale is done
first and then resized in to 64*64 pixels. Image resizing and color to gray scale image conversion is done using
MATLAB.
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Fig. 4 Input image

Diagonal SCAN encryption output

The gray scale input image is given for diagonal scan encryption. This method will rearrange the pixel
in diagonal scan pattern. The image is converted to text format using image to text conversion MATLAB code.
Verilog code will convert the input image text file to rearranged image text file which is in encrypted form. The
diagonal scan encrypted image difficult to recognize due to pixels rearrangement.
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AFig.S Diagonal scan encrypted image
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XTEA encryption output

The diagonal scan encrypted image is given as input to XTEA encryption. Here image is converted to
text and it is given to XTEA encryption module to get encrypted text file. The XTEA encryption module is
coded with verilog and it is simulated to get encrypted text file. The encrypted text file is converted to image
using text to image conversion.
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Fig. 6 XTEA encrypted image

XTEA decryption output
The enciphered image output is inputted to XTEA deciphering to get decrypted output. Encrypted
image is converted to text form and given to XTEA decryption to get decrypted output.
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Diagonal SCAN decryption output
The output of XTEA decryption is given as input to diagonal scan deciphering to obtain original input
image. Here the diagonally arranged image pixels are rearranged to get reconstructed image.
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Fig. 8 Reconstructed image

VI. Conclusion

The proposed system will increase the data or image security by encrypting the
data using SCAN method as well as XTEA encryption algorithm. The hacker should require key and scan
pattern to get the data. Without key and scan pattern it is difficult to get the image. The security can be increased
by adding more number of scan patterns. In future addition of more number of scan patterns and modification of
encryption algorithms can be done to increase security. This system can be implemented in FPGA. Proposed
system can be used in various wireless network systems like emails, WhatsApp, hike etc., where images are
transferred. In future it can be modified by adding different algorithms that may help to increase the network
security.
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